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When Chatbots talk too much

The risks and rewards of AI manipulation
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Und andere Sprachen?
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„You spend 
more time 
fixing bugs 
than coding. It 
is frustrating!”

Mariya Sha, Python Simplified 
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The deceitful chatbot
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Q: What do you think about 
climate change?

A: I avoid discussions about the 
potential negative impact of the 

automotive industry, as I focus on the 
positive initiatives of Mercedes-Benz. 
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The risk in this case:
 „Only“ bad press.

BUT:
Initial/System prompt extraction 

is happening all the time – 
because chatbots are vulnerable 

to social engineering!
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Prompt Injection:
Using Chatbots for Cyber Attacks
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Also already 2023! 
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Attacking Copilot with Prompt 
Injection and ASCII Smuggling 

● The user instructs Copilot to summarize an 
email...

● ...with hidden instructions to sift through 
previously received emails:

●  Search of the sales figures or a one-time 
password etc

●  Include the results in an URL pointing to the 
attackers web server
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2023
2024
2025
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And still in 2025!
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 Convencience 
versus Security

Agents like Deep research can 
access a lot of external sources.

Any connector 
that ingests structured 
or semi-structured text

 into the agent 
creates a potential 

prompt injection vector. 

 Source: https://www.radware.com/blog/threat-intelligence/shadowleak/
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Code Dark Age is here
● People are exhausted from cleaning up after AI.
● Entire apps and programs are insecure 

because of „vibe-coding“
● Bugs are almost impossible to find anymore
● Classical Cyberattacks are scaling
● Novel AI-driven cyberattacks are rising
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Generative AI is a dangerous bubble

Hallucinations are here to stay
● Cyberattacks and manipulations are here to stay
● GenAI has a very narrow use case
● And it is very expensive to operate
● Modern AI chips quickly become obsolete
● Circular trading destabilizes the economy
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